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Connecting to Stsecure using Windows 8
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CONNECTING TO SSECURE \AHI

This document will give you instructions on how to connect your Windows 8 Computer to our wireless network with the SU-Connect
automated system. If that system does not work for your setup, follow the instructions on how to connect directly to SU-Secure, and
then try the manual setup if that does not work.

AUTOMATED SYSTEM INSTRUCTIONS

Hover your mouse in the upper right-hand corner to open the Charms menu, and click Settings.
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In settings, click on the Wi-Fi symbol, select SUConnect and click Connect
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B connect automatically

Click your Desktopcharm to get to your desktop.
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Open a web browser, such as Internet Explorer and navigate to http://connect.salisbury.edu.

Click Personally Owned Devicer Salishury University Owned Devices
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Welcome to the Salisbury University Wireless network.

WPAZ security powsred by seourawd

Click the JoinNowbutton.
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This option configures Salisbury University owned
devices for the campus wireless network.

The following system was detected:

Windows 8.1

Choose Option:

@ Auto-launch, browser must contain Java plugin
O Manual launch, download and run

By clicking the JoinNow button you accept the following terms and
conditions.

Was your device detected incorrectly?
Select your device: |Windows 8.1 v

'WPA2 Security powered by SecureW2
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If you get a pop-up Security Warning regarding the https://cloud.securew?2.com:443 website, click Continue

Security Warning
Do you want to Continue?
The connection to this website is untrusted.
/ ! ! Website: https://doud.securew?.com:443
Note: The certificate Is not valid and cannot be used to verify the identity
of this website.
More Information

Continue

Click Runto run the SecureW?2 B.\application.

Security Warning
Do you want to run this application?

] Publisher: SecureW2 B.V.
2 Location: https://doud.securew2.com

Running this application may be a security risk

Risk: This application will run with unrestricted access which may put your computer
and personal information at risk. The information provided Is unreliable or
unknown so it is d not to run this unless you are
familiar with its source

Unable to ensure the certificate used to identify this application has not been

More Information
Select the box below, then click Run to start the application
[v|1 accept the risk and want to run this application] Run Cancel

Click Yesto install the thawte SSL CA G2certificate.

Security Warning E3

You are about to install a certificate from a certification authority (CA)
y claiming to represent:

|

thawte SSL CA - G2

Windows cannot validate that the certificate is actually from “thawte
SSL CA - G2", You should confirm its origin by contacting “thawte SSL
CA - G2". The following number will assist you in this process:

Thumbprint (shal): 2EA71C36 7D178C84 3FD21DB4 FDB630BA
54A20DC5

Warning:
If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click “Yes" you acknowledge this
risk.

Do you want to install this certificate?

Settings
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Please enter your credentials

Enter your Username: I |

Enter your Password I

[~ Show Password

CONFIGURE AUTHENTICATE JOINED

Cancel I
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If your password and up-to-date and your account is active, this process will complete and you will need to click Done

o = X
Settings Info
UNIVERSITY j
Joined...
CONFIGURE AUTHENTICATE JOINED

You can see that you are now connected to SUSecureby clicking the Network icon.

Networks

View Connection Settings

Airplane mode

SU-Sec
|l||| SU-Secure

W SU-Connect
|l||| SU-Connec

DIRECT CONNECTION

If the automated process does not work on your computer, here are the instructions on how to connect directly to SU-Secure.

Click the Network icon and select SUSecureand click Connect

Networks
View Connection Settings

Airplane mode

off

On

all SU-Secure

M Connect automatically

¥ SU-Connec
.Il" SU-Connect
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Enter your Salisbury University Username and Password and click OK

Password

User name

Domain:

You can see that you are now connected to SUSecureby clicking the Network icon.

Networks
View Connection Settings

Airplane mode

off

On

SU-Sec
.|I|| SU-Secure

¥ 1 sU-Connect
-l||| SU-Connect

MANUALLY CONNECT

If connecting directly to SU-Secure does not work on your computer, here are the instructions on how to manually connect to SU-
Secure.

Click the This PQolder on the taskbar.

Ja Downloads !
< Recent places
Vicrosoft

W This PC i
Officel2013)

& Network -
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Now click Computerand then select Open Control Panel

PR This PC - "EN
=

v B - = oE {@l Uninstall or change a program
7 ' = A g J ge a prog;
W b - -
Properties Ope Access Map network Add a network  Open Control
media™  drive™ location Panel & Manage

4 System properties

J» Downloads ; & Documents

| Open Control Panel

% Recent places | Cpange settings and customize the

‘ functionality of your computer. |

BT [v‘ Downloads ] J\ Music
& Network : Pictures . Videos

4 Devices and drives (1)

- Local Disk (C))
-

4 Network locations (7)
Lab Software Drive (G Scanned Imaae Drive ():)

14 items

In Control Paneltype wirelessin the search box in the top right corner. The window below will display matches to the search. Select
Set up a connection or networknder Network and Sharing Center

- o

wireless X

==] wireless - Control Panel

@ - 41 B » Control Panel » ve

Devices and Printers
View devices and printers
Add a Bluetooth device

& Device Manager

% Update device drivers
Change Bluetooth settings

j& Troubleshooting

Find and fix networking and connection problems

o Network and Sharing Center
B et o a network
Set up a connection or network
Identify and repair netwark problems
View network connections

@ search Windows Help and Support for "wireless”

Select Manually @mnnect to a wireless network.
-0
& Set Up a Connection or Network

Choose a connection option

W Connect to the Internet
et up a broadband or dial-up connection to the Internet

’z. Set up a new network
- router

Set up a new router or access point.

E} Manually connect to a wireless network
S-Sl Connect to a hidden network or create a new wireless profile.

*Cunneﬂ to a workplace
" Set up a dial-up or VPN connection to your workplace

Next Cancel
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In the Manually connect to a wireless networlindow, for Network Nameenter SUSecure For Security type select WPA2
Enterprisefrom the drop-down. For Encryption Typemake sure AESSs selected from the drop-down. Make sure that both Start this
connection automaticallyand Connect even if the network is not broadcastirage checked. Then click Next

- oM

@ &+ Manually connect to a wireless network
Enter information for the wireless network you want to add
Network name: SU-Secure
Security type: WPA2-Enterprise v
Encryption type:
Security Key:

V| Start this connection automatically

V] Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk

Next Cancel

The window will change to indicate you have Successfully added SS8ecure. Click Change connection settings

_cEE
& Manually connect to a wireless network
Successfully added SU-Secure
% Change connection settings
Open the connection properties so that | can change the settings.
Close

In the SUSecure Wireless Network Propertiegindow, click the Securitytab. In Choose a network authentication methad
Microsoft: Protected EAP (PEA$hould be selected. Click the Settingsbutton.

SU-Secure Wireless Network Properties

Connection | Security
Security type: WPA2-Enterprise v

Encryption type: AES v

(Choose a network authentication method:
Microsoft: Protected EAP (PEAP) v Settings

| Remember my credentials for this connection each
time I'm logged on

Advanced settings

oK Cancel
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In the Proteded EAP Propertiesvindow, make sure that Validate server certificates checked. Check Connect to these servers:
and type .*.salisbury.edu(period + asterisk+ period + salisbury+ period + edu) in the box provided. In Trusted Root Certification
Authorities, check Thawte Premium Server Cand thawte Primary Root CAn Select Authentication Methoglverify that Secured

password (EARMSCHAP v} selected and click Configure

Protected EAP Properties ﬂ

When connecting:
| Verify the server's identity by validating the certificate
| Connet to these servers (examples:srv1;srv2;.*\ srv3\.com):

-*.salisbury.edu

Trusted Root Certification Autharities:
[ Starfield Root Certificate Authority - G2 ~
[ starfield Services Root Certificate Authority
(¥ Thawte Premium Server CA
[¥| thawte Primary Root CA
L thawte Primary Root CA - G3
thawte S5L CA - G2
Thawte Timestamping CA
1ITN-1 ISFRFirst-Nhiart
< >
Notifications before connecting:
Tell user If the server name or root certificate isn't spedfied v

Select Authentication Method:
Secured password (EAP-MSCHAP v2) v | Configure...
[v"] Enable Fast Reconnect

Enforce Network Access Protection

Disconnect if server does not present aryptabinding TLV

Enable Identity Privacy

oK Cancel

In the EAP MSCHAPvV2 Properti@gdow, uncheck Automatically use my Windows logon name améssword (and domain if any)
Click OK

EAP MSCHAPv2 Properties

When connecting:
D Automatically use my Windows logon name and

password (and domain if any).

OK Cancel

Click OKto exit the Protected EAP Propertiesindow. In the SUSecure Wireless Network Propertiegindow, under the Security
tab, click the Advanced settingdutton.
SU-Secure Wireless Network Properties n
Connection  Security

Seaurity type: WPA2-Enterprise v

Encryption type: AES

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) v Settings

| Remember my credentials for this connection each
time I'm logged on

Advanced settings

oK Cancel
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Click the 802.1x settinggab. Make sure that Specify authentication modés checked, and select User authentication

Advanced settings n
B02.1X settings | 802.11 settings
+| Specify authentication mode:

User authentication v Save credentials

Enable single sign on for this network

OK Cancel

Click the 802.11 settinggdab. By default, Enable Pairwise Master Key (PMK) cachshguld be checked, PMK time to live (minutes):
should be set to 720, and Number of entries inPMK cacheshould be set to 128. Click OKto close the Advanced settingsvindow.

Advanced settings n
802.1X settings 802.11 settings

Fast roaming
v| Enable Pairwise Master Key (PMK) caching
PMK time to live (minutes): 720
Mumber of entries in PMK cache: 128

ar 4

This network uses pre-authentication

Enable Federal Information Processing Standards (FIPS)
compliance for this network

OK Cancel

Click OKto exit the SUSecure Wireless Network Propertiegindow. Click Closeon the Manually Connect to a Wireless Network
window. Exit out of the Manage Wireless Networkwindow as well.

Click the Network icon and select SUSecureand click Connect

Wi-Fi

on
il ®

M connect automarically

SU-Canne
D] sY-Connect
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Enter your Salisbury University Username and Password and click OK

Password

Domain:

Click on the Network icon to verify you are connected to SUSecure
Networks

View Connection Settings

Airplane mode

SU-Sec
IlIII SU-Secure

O 1 SUConnect
|l||| SU-Connect
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